
Security System Test Plans 

Crestron Home Verification Points 

Configuration 

1. Load the driver onto the CP4-R or MC4-R, then navigate to Third Party 
Devices in the Pair Devices page and wait for the list to update. 
Navigate to Security Systems, and verify the manufacturer shows 
under the device type, all supported models from the driver show 
under the manufacturer, and there are no typos. 
 

2. Add the driver to a room, and verify the add device dialog appears 
with the appropriate connection fields (list of IR/COM ports, list of 
HDMI connectors, or IP/Hostname field). 
 

3. Verify any additional attributes on the driver show in subsequent 
dialogs with the appropriate descriptions and fields. 
 

4. Verify the driver is successfully added to the room. 
 

5. Navigate to the device's settings, verify the interrupts are listed for all 
supported events, and enable them all: Arm Away, Arm Stay, Arm 
Instant, Disarm, Entry Delay, Exit Delay, Alarm, Fire, and Tamper. 
Verify interrupts are not listed for any unsupported events. 
 

6. Navigate to the programming section and select the security system 
to view its list of events. Verify all supported events are listed. Add 
programming to each event. 
 

Keypad Controls 

1. Navigate to the Security page in the Crestron Home app on TSW, iOS, 
or Android mobile device. Verify the Security System page appears. 
 

2. If supported, verify the numeric keypad is shown. 
 

3. If supported, test each number, *, and # work with the device. Test 
pressing each button quickly multiple times and verify the number of 
presses occurs on the device. No presses are dropped and none latch 
to cause additional presses. 
 

  



4. With the security system in a disarmed and ready state, verify the UI 
shows the system is disarmed and ready with no alarms going off. 
Verify the Crestron UI shows the same text as the device's keypad. 
 

5. If supported, using the Crestron UI, arm stay the system. Verify the 
system immediately arm stays and that is reflected in the Crestron UI. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the arm stay event immediately triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

6. Disarm the system from the Crestron UI. Verify the system 
immediately disarms and that is reflected in the Crestron UI. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the disarm event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

7. Repeat the arm/disarm steps with Arm Away, if supported. 
 

8. Repeat the arm/disarm steps with Arm Instant, if supported. 
 

9. If supported, from the Crestron UI arm a zone with an exit delay. 
Verify the interrupt for exit delay immediately triggers. Verify the 
programming associated with the exit delay triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

10. If supported, from the Crestron UI trigger the alarm in a zone with an 
entry delay. Verify the interrupt immediately triggers. Verify the 
programming associated with the event immediately triggers. Verify 
the Crestron UI shows the same text as the device's keypad. 
 

11. If not already triggered from the previous step, trigger the alarm. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

12. If supported, from the Crestron UI trigger the fire alarm. Verify the 
interrupt immediately triggers. Verify any programming associated 
with the event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 

  



13. If supported, from the Crestron UI trigger the tamper alarm. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 
 

14. If supported, using the device's keypad, arm stay the system. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the arm stay event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

15. Disarm the system from the device's keypad. Verify the interrupt 
immediately triggers. Verify the programming associated with the 
disarm event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 
 

16. Repeat the arm/disarm steps with Arm Away, if supported. 
 

17. Repeat the arm/disarm steps with Arm Instant, if supported. 
 

18. If supported, from the device's keypad, arm a zone with an exit delay. 
Verify the interrupt for exit delay immediately triggers. Verify the 
programming associated with the exit delay triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

19. If supported, from the device's keypad, trigger the alarm in a zone 
with an entry delay. Verify the interrupt immediately triggers. Verify 
the programming associated with the event immediately triggers. 
Verify the Crestron UI shows the same text as the device's keypad. 
 

20. If not already triggered from the previous step, trigger the alarm. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

21. If supported, from the device's keypad, trigger the fire alarm. Verify 
the interrupt immediately triggers. Verify any programming 
associated with the event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

  



22. If supported, from the device's keypad, trigger the tamper alarm. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

23. Repeat all preceding steps in this section for all monitored zones. 
 

Zone Support 

1. Load the security system driver and select a partition that has been 
configured for zero zones. Verify that the driver loads properly. Then, 
verify that the UI displays the primary arming buttons, that the zone 
tile is not displayed, and that no errors appear in the log. 
 

2. Load the security system driver and select a partition that has been 
configured for one zone. Verify that the driver loads properly. Then, 
verify that the UI displays the primary arming buttons, that the zone 
tile is displayed below the primary arming button, and that 
"ALL READY" is displayed under the zone tile. Click the zone tile and 
verify that it contains one zone. Verify that no errors appear in the log. 

 
3. Load the security system driver and select a partition that has been 

configured for four or more zones. Verify that the driver loads 
properly. Then, verify that the UI displays the primary arming buttons, 
that the zone tile is displayed below the primary arming button, and 
that "ALL READY" is displayed under the zone tile. Click the zone tile 
and verify that it contains the correct number of zones. Verify that no 
errors appear in the log. 

 
4. With the security system driver loaded, set multiple zone states to 

faulted. Verify that the zone tile shows the correct number of faulted 
zones in red. Verify that the zone tile shows the correct number of 
ready zones in black. Verify that the list of zones is displayed when the 
zone tile is selected. Verify that a red exclamation mark is shown to 
the left of any faulted zone name. 

 
5. Return all faulted zones back to a ready state. Verify that the faulted 

zones are no longer displayed. Verify that "ALL READY" is displayed 
under the zone tile. Verify that a green check mark is shown to the left 
of any ready zone name. 

 



6. If supported, set the zone state to low battery. Verify that the red low 
battery indicator is shown on the zone tile. Verify that the list of zones 
is displayed when the zone tile is selected. 

 
7. Return the zone back to a ready state by clearing the low battery 

state. Verify that the red low battery indicator is no longer shown on 
the zone tile. Verify that the list of zones is displayed when the zone 
tile is selected. 

 
8. Set each zone to a ready state one at a time. Verify that the correct 

number of zones are placed in a ready state. Verify that the red 
exclamation mark is no longer shown next to the left of the zone name 
and that it is replaced with a green check mark. Verify that the zone 
status is changed to ready. 

 
9. Restart the Crestron Home control system. Allow the control system 

to load and open the area/partition. Verify that all security system 
zones are listed and shown within a ready state. Verify that a green 
check mark is shown to the left of any ready zone name. 

 
10. If supported, set each zone to a tampered state one at a time. Verify 

that the correct number of zones are placed in a tampered state. 
Verify that the red exclamation mark is  shown next to the left of the 
zone name. Verify that the zone status is changed to tampered. 

 
11. Restart the Crestron Home control system. Allow the control system 

to load and open the area/partition. Verify that all security system 
zones are listed and shown within a tampered state. Verify that a red 
exclamation mark is shown to the left of any tampered zone name. 

 
12. If supported, set each zone to a missing state one at a time. Verify 

that the correct number of zones are placed in a missing state. Verify 
that the red exclamation mark is  shown next to the left of the zone 
name. Verify that the zone status is changed to missing. 

 
13. Restart the Crestron Home control system. Allow the control system 

to load and open the area/partition. Verify that all security system 
zones are listed and shown within a missing state. Verify that a red 
exclamation mark is shown to the left of any missing zone name. 

 
 
 



Zone Bypass Functionality 

1. Load the security system driver, then create an area/partition with 
several zones. Create a combination of bypassable and nonbypassable 
zones. Verify that the driver connects and shows an online status. 
Verify that the partitions shown matches the security system 
configuration. Verify that the bypassable zones include a bypass 
button and that the nonbypassable zones do not include a bypass 
button. 
 

2. If supported, create an area that has at least five bypassable zones. 
Set each zone to a different state from the following list: ready, 
tampered, faulted, missing, and unknown. Verify that all states are 
shown properly. Verify that the bypass indicator is a light gray color 
(and not a solid color). 

 
3. For each zone, select the bypass button. Verify that the correct zone 

has been changed. Verify that the bypass indicator changes from a 
light gray color to a solid color. Verify that this feedback is updated 
based on actual device feedback (and not simulated feedback). Verify 
that the zone state changes to bypass. Verify that the partition can be 
armed after all zones have been bypassed. 

 
4. Restart the Crestron Home control system. Allow the control system 

to load and open the area/partition. Verify that all security system 
zones are listed. Verify that the bypass indicator is shown with a solid 
color (and not a light gray color). Verify that each state shows the 
bypass state. 

 
5. For each zone, select the bypass button again to turn off the bypass 

state. Verify that the correct zone has been changed. Verify that the 
bypass indicator changes from a solid color to a light gray color. Verify 
that this feedback is updated based on actual device feedback (and 
not simulated feedback). Verify that the partition can no longer be 
armed after all zones have been removed from a bypass state. 

 
6. Restart the Crestron Home control system. Allow the control system 

to load and open the area/partition. Verify that all security system 
zones are listed. Verify that the bypass indicator is shown with a solid 
color (and not a light gray color). Verify that each state shows the 
bypass state. 

 
 



Function Button Controls 

1. Navigate to the Security page in the Crestron Home app on TSW, iOS, 
or Android mobile device. Verify the Security System page appears. 
 

2. Verify all supported functions are shown. 
 

3. With the security system in a disarmed and ready state, verify the UI 
shows the system is disarmed and ready with no alarms going off. 
Verify the Crestron UI shows the same text as the device's keypad. 
 

4. If supported, using the Crestron UI, arm stay the system. Verify the 
system immediately arm stays and that is reflected in the Crestron UI. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the arm stay event immediately triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

5. Disarm the system from the Crestron UI. Verify the system 
immediately disarms and that is reflected in the Crestron UI. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the disarm event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

6. Repeat the arm/disarm steps with Arm Away, if supported. 
 

7. Repeat the arm/disarm steps with Arm Instant, if supported. 
 

8. If supported, from the Crestron UI arm a zone with an exit delay. 
Verify the interrupt for exit delay immediately triggers. Verify the 
programming associated with the exit delay triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

  



9. If supported, from the Crestron UI trigger the alarm in a zone with an 
entry delay. Verify the interrupt immediately triggers. Verify the 
programming associated with the event immediately triggers. Verify 
the Crestron UI shows the same text as the device's keypad. 
 

10. If not already triggered from the previous step, trigger the alarm. 
Verify the interrupt immediately triggers. Verify the programming 
associated with the event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

11. If supported, from the Crestron UI trigger the fire alarm. Verify the 
interrupt immediately triggers. Verify any programming associated 
with the event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 
 

12. If supported, from the Crestron UI trigger the tamper alarm. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 
 

13. If supported, using the device's keypad, arm stay the system. Verify 
the interrupt immediately triggers. Verify the programming associated 
with the arm stay event immediately triggers. Verify the Crestron UI 
shows the same text as the device's keypad. 
 

14. Disarm the system from the device's keypad. Verify the interrupt 
immediately triggers. Verify the programming associated with the 
disarm event immediately triggers. Verify the Crestron UI shows the 
same text as the device's keypad. 
 

15. Repeat the arm/disarm steps with Arm Away, if supported. 
 

16. Repeat the arm/disarm steps with Arm Instant, if supported. 
 

17. If supported, from the device's keypad, arm a zone with an exit delay. 
Verify the interrupt for exit delay immediately triggers. Verify the 
programming associated with the exit delay triggers. Verify the 
Crestron UI shows the same text as the device's keypad. 
 

  



18. If supported, from the device's keypad, trigger the alarm in a zone
with an entry delay. Verify the interrupt immediately triggers. Verify
the programming associated with the event immediately triggers.
Verify the Crestron UI shows the same text as the device's keypad.

19. If not already triggered from the previous step, trigger the alarm.
Verify the interrupt immediately triggers. Verify the programming
associated with the event immediately triggers. Verify the Crestron UI
shows the same text as the device's keypad.

20. If supported, from the device's keypad, trigger the fire alarm. Verify
the interrupt immediately triggers. Verify any programming
associated with the event immediately triggers. Verify the Crestron UI
shows the same text as the device's keypad.

21. If supported, from the device's keypad, trigger the tamper alarm.
Verify the interrupt immediately triggers. Verify the programming
associated with the event immediately triggers. Verify the Crestron UI
shows the same text as the device's keypad.

22. Repeat all preceding steps in this section for all monitored zones.

System Tests 

1. Simulate a power outage in the house by removing power from the
processor, device, and network for at least 60 seconds, before
restoring power.  Verify once the program loads, the driver reconnects
to the device and all functionality is restored within 60 seconds.

2. Simulate a network outage by disconnecting all network cables from
the device and processor, or removing power from your router, and
waiting at least 60 seconds before restoring.  Verify the device and
driver reconnect and all functionality is restored within 60 seconds.

3. Leave the driver connected to the device for a minimum of 24 hours,
periodically checking functionality.  After 24 hours, the driver should
still be connected, all functionality should still work, and there should
be no degradation in performance (functions should continue to work
immediately and feedback should remain prompt and accurate).



4. Delete the driver from the system. The driver should no longer be listed
in the room or seen in the end user UIs. No exceptions should be
thrown in the err log.

Signature:

Date:


	Check Box1: Off
	Check Box2: Off
	Check Box3: Off
	Check Box4: Off
	Check Box5: Off
	Check Box6: Off
	Check Box7: Off
	Check Box8: Off
	Check Box9: Off
	Check Box10: Off
	Check Box11: Off
	Check Box12: Off
	Check Box13: Off
	Check Box14: Off
	Check Box15: Off
	Check Box16: Off
	Check Box17: Off
	Check Box19: Off
	Check Box20: Off
	Check Box21: Off
	Check Box22: Off
	Check Box23: Off
	Check Box24: Off
	Check Box25: Off
	Check Box26: Off
	Check Box27: Off
	Check Box28: Off
	Check Box29: Off
	Check Box30: Off
	Check Box31: Off
	Check Box32: Off
	Check Box33: Off
	Check Box34: Off
	Check Box35: Off
	Check Box36: Off
	Check Box37: Off
	Check Box38: Off
	Check Box39: Off
	Check Box40: Off
	Check Box41: Off
	Check Box42: Off
	Check Box43: Off
	Check Box44: Off
	Check Box45: Off
	Check Box46: Off
	Check Box47: Off
	Check Box48: Off
	Check Box49: Off
	Check Box50: Off
	Check Box51: Off
	Check Box52: Off
	Check Box53: Off
	Check Box54: Off
	Check Box55: Off
	Check Box56: Off
	Check Box57: Off
	Check Box58: Off
	Check Box59: Off
	Check Box60: Off
	Check Box61: Off
	Check Box62: Off
	Check Box63: Off
	Check Box64: Off
	Check Box65: Off
	Check Box66: Off
	Check Box67: Off
	Check Box68: Off
	Check Box69: Off
	Check Box70: Off
	Check Box71: Off
	Check Box72: Off
	Check Box73: Off
	Check Box74: Off
	Check Box75: Off
	Date93_af_date: 
	Text95: 


